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Internet connection is increasingly cited
as a frequent point of attack
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Types of attack or misuse detected in the

last 12 months (by percent)
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Likely sources of attack
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Dollar arﬂount of losses by type

Unauth. insider access $22,554,500
1 $66,708,000

Theft of proprietary info |1

Telecom fraud [Jj $4,028,000
T $55,99p,000

Financial fraud |

virus | 29,171,700

Laptop theft || $10,404,300

Insider net abuse || GG 27,954,740

Denial of service ||l $8.247,500

sabotage | - 7,148,000
system penetration [l $7,104,000

Telecom eavesdropping I $991,200

Active wiretapping - $5,000,000

CSI/FBI 2000 Computer Crime and Security Survey 2000: 273 Respondents/42%
Source: Computer Security Institute



Financial losses summary

Cited financial losses due to security breaches:

1997: 75%, 1998: 73%, 1999: 51%, 2000:
714%

Willing and/or able to quantify their losses:

1997: 59%, 1998: 42%, 1999: 31%, 2000:
42%

Total dollar losses:
1997: 249 respondents, US$100,119,555
1998: 241 respondents, US$136,822,000
1999: 163 respondents, US$123,779,000
2000: 273 respondents, US$ 265,589,940

CSI/FBI 2000 Computer Crime and Security Survey
Source . Computer Security Institute



